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CLAIM AMENDMENTS 

1. (Currently Amended) An apparatus comprising: 

a key generator tolerate a key accordxng to an identifier value of 

another apparatus; and 

to the key & ""^ bl ° cks of ori ^l content item according 

2. (Currently Amended) The apparatus of claim t further comprising- 
atnu^fceradapted^^ 

wireless broadcast channel. 

3. (Currently Amended) The apparatus of claim 1 further comprising- 
atran^itteradapte^^ 

coaxial cable, 

4. (Currently Amended) The apparatus of claim 1 further comprising- 
atrarKmitterada^^ 

digital subscriber line (DSL). 

5. (Original) The apparatus of claim 1 further comprising: 

means for writing the reordered blocks to a removable storage disc. 

6. (Currently Amended) The apparatus of claim I further comprising: 
stemnnmnniiuluj jUj 'H ajtorafie to storethe reordered blocks. 

7- (Original) The apparatus of claim 1 wherein each of the reordered blocks 
compnses a same data content as its corresponding block from the original content item. 

8. (Original) The apparatus of claim 1 wherein the reordered blocks are of a 

uniform block size. 

9. (Original) The apparatus of claim I wherein the reordered blocks include a first 
«** ibta* of a flm block ^ _ . ^ Wook of a ^ 

different than the first block size. 
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10. (Currently Amended) The apparatus of claim 1 further comprising: 
^m^stor^m^^ a m of jdentifier yalues of a 
other apparatuses; J 

wherein, for different identifier values of two such other apparatuses, the key 
generator generates different keys; and 

wherein, in response to the different keys, the reorderer imposes different new 
block orders on the original content item. 

1 1 . (Original) The apparatus of claim 10 wherein: 

the identifier values in the list are mutually unique; and 

^^imposes a unique n^ 
each such other apparatus. 

1 2- (Original) The apparatus of claim 10 wherein: 

the list includes a first identifier value for a first such other apparatus, and a 
second identifier value for both a second and a third such ofcer appals, wherein the second 
identifier value is different than the first identifier value; and 

the reorderer imposes a first new block order on the original content item for 
distribution to the first such other apparatus, and a second, different new block order on the 
original content item for distribution to either the second or me tlurd such other apparatus. 

13. (Original) The apparatus of claim 1 wherein the identifier value is a serial 
number of the other apparatus. 

14- (Original) The apparatus of claim 1 wherein the identifier value is a random 
number assigned to the other apparatus. 

15. (Original) The apparatus of claim 14 wherein the random number has been 
S,tered PrbieneSS b6en *"* to be ^ytobeprimebeyondapredete^ined threshold. 

16. (Original) The apparatus of claim 15 wherein the random number is a prime 
number. 
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17. (Original) The apparatus of claim 1 wherein: 

the apparatus is a server, the other apparatus is one of a plurality of clients, and 
the server further comprises, 

means for provisioning the clients, including the selection of the identifier values 
for the clients, and 

means for maintaining a list of the clients' identifier values. 

1 8. (Original) The apparatus of claim 1 wherein the identifier value comprises a 
session key. 

19. (Currently Amended) The apparatus of claim I further comprising: 

a transmitter fe^ernn™^ tg^onmmnicate_over a key channel and a content 

channel 



20. (Original) The apparatus of claim 19 wherein the key channel and the content 
channel are logical channels operating over a same physical medium. 

21. (Original) The apparatus of claim 1 wherein the original content item comprises 
an electronic programming guide, 

22. (Original) The apparatus of claim 1 wherein the original content item comprises 
ATVEF mfonnation. 

23. (Original) The apparatus of claim 1 wherein the original content item comprises a 
digital gift certificate. 

24. (Original) ^ of ^ l ^ ^ 
digital coupon. 



movie. 



25. (Original) The apparatus of claim 1 wherein the original content item comprises a 
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26. (Original) The apparatus of claim 1 wherein the original content item comprises 
an episode of a television show. 

27. (Original) The apparatus of claim 1 wherein: 

the apparatus further comprises a storage device; and 

the reorderer reorders blocks of the original content item and stores them to the 
storage dev,ce according to a logical addressing system of the apparatus. 

28. (Original) The apparatus of claim 1 wherein: 

the apparatus further comprises a storage device; and 

the reorderer reorders blocks of the original content item by directly manipulating 
physical addresses at which the blocks are stored to the storage device. 

2°. (Withdrawn) An apparatus comprising: 
storage for a local key; 
storage for a block reordering structure; 

a reorder structure generator for generating the block reordering structure 
according to the local key; and 

a content retriever for retrieving blocks of a content item in an original order 
according to the block reordering structure. 

30. (Withdrawn) The apparatus of claim 29 further comprising: 

a storage device for receiving and storing a reordered content item from an 
external source. 

31. (Withdrawn) The apparatus of claim 30 wherein the content retriever is adapted 
for retrieving the blocks in only sequential, linear order. 

32. (Withdrawn) The apparatus of claim 30 wherein the content retriever is adapted 
for retrieving the blocks in random order. 

33. (Withdrawn) The apparatus of claim 30 wherein the storage for the block 
reordering structure is a protected memory. 
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34. (Withdrawn) The apparatus of claim 33 wherein the protected memory is 
logically protected by an operating system of the apparatus. 

35. (Withdrawn) The apparatus of claim 34 wherein the protected memory is 
physically protected against tampering. 

36. (Withdrawn) The apparatus of claim 33 wherein the protected memory comprises 
means for preventing phys.cal access to electrical signals and devices in the protected memory. 

37. (Withdrawn) The apparatus of claim 30 wherein the block reordering structure 

compnses: 

a plurality of entries, each entry correlating, for a respective original content 
block, a sequential order placement of that block in the content item with a sequential order 
Placement of that block in a block-reordered version of the content item. 

38. (Withdrawn) The apparatus of claim 37 wherein the plurality of entries comprises 
a linked list. 

atable. 39 " ^ ofc1 ^ 37 wherein the plurality of entries comprises 

4* (Withdrawn) The apparatus of claim 30 wherein the reorder structure represents a 
logical addressing reordering of the blocks. 

41 (Withdrawn) The apparatus of claim 30 wherein the reorder structure represents a 
physical addressing reordering of the blocks. 

42. (Withdrawn) The apparatus of claim 30 further comprising means for receiving 
the content item in a reordered order from a distribution channel. 

43. (Withdrawn) The apparatus of claim 42 wherein the distribution channel 
compnses a wireless broadcast channel. 
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44. (Withdrawn) The apparatus of claim 42 wherein the distrib ution channel 
comprises a coaxial cable. 

45. (Withdrawn) The apparatus of claim 42 wherein the distribution channel 
comprises a digital subscriber line. 

46. (Withdrawn) The apparatus of claim 42 wherein the distribution channel 
comprises a removable disk drive. 

47. (Withdrawn) The apparatus of claim 30 wherein the reordered blocks retrieved 
by the content retriever are unencrypted copies of blocks of an original content item. 

48. (Withdrawn) The apparatus of claim 30 wherein the blocks include a first block 
and a second block of a same block size. 

49. (Withdrawn) The apparatus of claim 30 wherein the blocks include a first block 
and a second block of different block sizes. 

50. (Withdrawn) The apparatus of claim 30 wherein the reordered content item 
comprises an electronic programming guide. 

51. (Withdrawn) The apparatus of claim 30 wherein the reordered content item 
comprises ATVEF information. 

52. (Withdrawn) The apparatus of claim 30 wherein the reordered content item 
comprises a digital gift certificate. 

53. (Withdrawn) The apparatus of claim 30 wherein the reordered content item 
comprises an electronic coupon. 

54. (Withdrawn) The apparatus of claim 30 wherein the reordered content item 
comprises a movie. 

55. (Withdrawn) The apparatus of claim 30 wherein the reordered content item 
comprises an episode of a television show. 
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client: 



56. (Currently Amended) An apparatus comprising: 
n n n rvor including 

^toragejdstore a^e^ copy of a client identifier that identifies ^ 



a key generator Seeming to^enerate a reordering key according to the copy 
of the client identifier, and 

a device to enahl. transfh- of mnr ms f or tra ^iiUm g a content item to freW the 
ld^Meddients.in a reordered block format according to the reordering key^ 
& e cliont including^ 
t he oliont idcmtifi t % 

clio nt nt r rn i 6 o f ui r t nri nu t lio i uu, J u r n d nint h; f u imui tnn tcmt it e m, uud 

™ U ™ fn r nnr lI " ^ n fr nm t hn t 1i u^u hi u n original bl o U L 

order. 

57. (Currently Amended) The apparatus of claim 56 wherein the * m *r and tl.u UiuuL 
ir.nrln p t odtoUu u.iu. d^vice^tothe reordered block format content item over a wireless 

broadcast channel 

58. (Currently Amended) The apparatus of claim 56 wherein the 9 e F ve^«d^te 

^P^m^ dsyice^nsf^ the reordered block format content item over a coaxial 

television cable. 

59. (Currently Amended) The apparatus of claim 56 wherein the -nrvor and tho oliu.t 

nm n dnp todt u u ^fi * ^cettansfers the reordered block format content item over a digital 

subscriber line. 

60. (Origin) The apparatoxs of claim 56 wherein corresponding respective blocks of 
the content item in its original block order and reordered block fonnat contain substantially 
identical data values. 

61. (Original) The apparatus of claim 56 wherein the content item comprises a 
plurality of blocks, each of a same block size. 
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62, (Original) The apparatus of claim 56 wherein the content item comprises a 
plurality of blocks of variable block size. 

63. (Currently Amended) The apparatus of claim 56 wherein: 
the apparatus fuithui o om priaoo a plmuJity 0 f au ch dimis, 

the serve* storage maintains a list of respective client identifiers for the^aJity 
ofsu eh each of the eMmte- 

the key generator generates a unique key for each **eh-cliem : and 

for each of two or moro theclients receiving the reordered block format content 

'tem, t ho m nnnnfn rt uu^ailt ^ aj^orto generates a uniquely reordered block format content 

item, 

64. (Currently Amended) The apparatus of claim 56 further comprising: 

a key generator to g e nerate at least two r eorderin g border an nri^i 

content i^m according to the a< least to reord er to. n n r nm, rlirt ino t plu r al it y u f ,u c h 
e k e n\ 9$ 

n p hirnl ity o f uu t h u u vn r r, c nci i iu tmim m rrimfin, ! w iQ x ui u P p o 0 t i, 0 dial in g 
plurality of snoh c ii ouLj> 

_ *™ h T n qp n CtivC J Li > urV ™ "»' kni ttin g l inin g Llllf ji i m o d t0 rooi - d o; bw ^ 

o f th n nn ntcnt ium hi n n nrnn, i l. uh L ^rj .ri M n n. ib hj il i u pln nl ity o f cl ient, , i t h .hi cJ t 
that roopoonvo ncrvnr ia in commuiumti u n. 



65. (Original) The apparatus of claim 56 wherein the client identifier is 
number. 



a serial 



66. (Original) The apparatus of claim 56 wherein the client identifier 
number. 



is a random 



prime. 



67. (Original) The apparatus of claim 66 wherein the random number is likely to be 

68. (Original) The apparatus of claim 66 wherein the random number is prime. 
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69. (Currently Amended) The apparatus of claim 56 further comprising: 

a key channel fo r communi cati n g tocpjnmymcate the key between the elie* 
chenteand the server ; and 

a content channel for c onimum uUmg tp^pitmiunicate the content between the 
server and the efceatclients, 

70. (Original) The apparatus of claim 69 wherein the key channel and the content 
channel are logical channels carried over one physical communication medium. 

71. (Onginal) The apparatus of claim 56 wherein the content item comprises an 
electronic programming guide. 

72. (Original) The apparatus of claim 56 wherein the content item comprises ATVEF 
information. 

73. (Original) The apparatus of claim 56 wherein the content item comprises a digital 
gift certificate. & 

74. (Original) The apparatus of claim 56 wherein the content item comprises an 
electronic coupon. 

75. (Original) The apparatus of claim 56 wherein the content item comprises a 

movie. 

76. (Original) The apparatus of claim 56 wherein the content item comprises an 
episode of a television show. 

77. (Withdrawn) A cable set-top box comprising: 
protected memory which is adapted for storing, 
a substantially unique identifier value, 

a local key, and 

a block reordering structure; 

a storage device which is adapted for storing a reordered content item; 
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a reorder structure generator adapted to create the block reordering structure 
according to the local key; and 

a content retriever adapted to fetch blocks of the reordered content item according 
to the block reordering structure, 

78. (Withdrawn) The cable set-top box of claim 77 wherein: 

the reordered content item is a first reordered content item and the storage device 
is further for storing a second reordered content item; 

the first reordered content item comprises an electronic progranirning guide; and 
the second reordered content item is a video content item. 

79. (Currently Amended) A method nflmnnmitfin fc ui i u ug irm l rn„„ lll t h u m n o ma 
fi rr t nnttt ytoa M rf nntir.) > W , khh u, n n idc mti fi u valu o , comprising: 
ff * n p mtin c n k oy m a function of th u identifier valuo? 

ra nmn ri n g M nn l u u f di o n ri& mi.l ■ u u tu ul ii un n r n fun a i u u o f U,o I r oy, to croa to q 
Ffl n rri o rud oonto i it i to mj 

Owning tho nwdorod cm i iu nt i tnm t o t l ^ uj UJU j t > > 

receiving from a first entity, reordered hlorV, of, ^ ,-w. ^ nf <fl 

reordered blocks differ from thr M ockorder^^ ' 
creating a block reordering structure within the a second entity; and 
accossmg ablock of the original content item by retrieving it from the reordered 

content item according to the block reordering structure. 

80. (Original) The method of claim 79 further comprising: 

generating a local key within the second entity, in response to which the block 
reordering structure is created. 

81. (Original) The method of claim 80 wherein the second entity generates the local 
key according to the identifier value of the second entity. 

82. (Withdrawn) A method of protecting an original content item which has blocks in 
an original order, comprising: 
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reordering blocks of the original content item in a new order which is different 
than the original order, according to an identifier value of an intended recipient; and 

writing the reordered blocks to either storage or a communication channel in the 

new order, 

83. (Withdrawn) The method of claim 82 wherein the intended recipient comprises a 
set-top box and the identifier value comprises a serial number of the set-top box. 

84. (Withdrawn) The method of claim 83 farmer comprising a server maintaining a 
list of respective serial numbers of aplurality of set-top boxes. 

85. (Withdrawn) The method of claim 84 further comprising the server reordering 
and writing the blocks in a unique order for each of two or more of the set-top boxes which have 
unique serial numbers. 

86. (Withdrawn) A method of accessing a content item by an intended recipient 
having an identifier value, wherein the content item includes a block having an original order 
portion and a new order position which is different than the original order position, the method 

comprising: 

storing an identification of a relationship between the original order position and 
the new order position of the block; and 

accessing the block by using the stored relationship identification to retrieve the 
block from the new order position in response to a request to retrieve it from the original order 
position. 

87. (Withdrawn) The method of claim 86 wherein the intended recipient is a set-top 
box and the method further comprises generating the identification of the relationship according 
to an identifying value of the set-top box. 

88. (Withdrawn) The m ethod of claim 87 wherein the identifying value comprises a 
serial number. 
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89. (Withdrawn) The method of claim 87 wherein the identifying value comprises a 
random number. 

90. (Withdrawn) The method of claim 87 wherein the identifying value comprises a 

session key. 

91. (Original) A recordable medium having recorded thereon a reordered content 
item resulting from the process comprising: 

generating a key in response to an identifier value of a content retrieval entity; and 
reordering, as controlled by the key, blocks of an original content item to create 
the reordered content item. 



92. (Original) The recordable medium of claim 91 wherein the reordered content 
item results from the process further comprising: 

the process being performed in a server, and the content retrieval entity being one 
of a plurality of clients connectable to the server; and 

the server maintaining a list of respective identifier values of the clients. 

93. (Original) The recordable medium of claim 92 wherein the reordered content 
item results from the process further comprising: 

the server creating the respective identifier values of the clients to be mutually 

unique. 

94. (Original) The recordable medium of claim 93 wherein the reordered content 
item results from the process further comprising: 

the server creating the respective identifier values of the clients as serial numbers. 

95. (Original) The recordable medium of claim 93 wherein the reordered content 
item results from the process further comprising: 

the server creating the respective identifier values of the clients as random 

numbers. 
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96. (Original) The recordable medium of claim 95 wherein the reordered content 
item results from the process further comprising; 

the server checking the random numbers for at least a threshold likelihood of 

primeness. 
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